
FACILITY MANAGEMENT

A

How to Set Up an On-Site
Security Command Center

When it comes to creating a security systems
command center, campus security professionals
need to consider not only equipment and
functionality, but also design and aesthetics.
Find out the steps needed to create a successful
and productive security hub for your educational
or healthcare institution.

BY ROBERT GROSSMAN

ALMOST ALL ELECTRONIC SECURITY SYSTEMS UTILIZE SOME SORT OF COM-

mand or control center that allows personnel to view and control cameras, perform ad-

ministrative functions and respond to alarms.

Considering that a smartly designed and well-equipped control center improves the

usable life of the equipment and ensures that it will be properly used without inducing

fatigue or unnecessary strain on the operator, it’s surprising that some campuses place

monitors and control equipment on folding tables, office furniture or plywood shelves.

Good command center design cannot take a “cookie-cutter” approach. It requires a

thorough understanding of campus operations as well as how the equipment will be

used. Care must be taken to focus on four critical areas — functionality, appearance,

staffing and ergonomics. 

Functionality Is Baseline
What varies tremendously among se-

curity command centers is staffing. This

sometimes can mean sophisticated, well-

trained specialists, although at many

campuses it falls to multitasking security

dispatchers or receptionists. A case can be

made that less sophisticated operators re-

quire more carefully designed control

areas to function more efficiently — espe-

cially when the security function must

compete with the telephone, radio and

visitor log for their attention. 

The first step should be to determine

how the room will be used. A good start

is to determine whether this is a security

or surveillance application (see sidebar on

page 24). By this definition, a security sys-

tem watches objects while a surveillance

system watches people. 

The usage of the system will determine

the number of monitors required and the

focus of the operators. A surveillance ap-

plication will have a few monitors in
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front of each operator for concentrated

viewing, while a security application will

tend to have a larger bank of monitors

that is scanned more infrequently, de-

pending more on alarmed activity and

system automation to present video im-

ages for review. 

Most systems function somewhere in

between, and there are more and more

control rooms being designed with the

video wall concept, allowing a few large

monitors to display a varied number of

video images depending on the activity

at the facility.

Try and determine the minimum and

maximum number of operators that will

be using the room and add at least one

person to that number. This isn’t neces-

sarily for expansion, although that is

something that should be considered. It

is not uncommon to see a control room

wind up with a crowd of people gathered

around a monitor reviewing an incident

that was captured on video. If these are

the folks that are paying the bills, there

had better be room for them! 

Place equipment accordingly. If there

are several operators on each shift, the

equipment may be divided between the

operator stations to allow division of

work. If at times it will be a one-person

operation it is important that there is an

operator station that has easy access to all

essential equipment and visual displays.

Fitting Into Available Space
The one design consideration you

will rarely control is the physical size 

of the room, and that is almost always

the limiting factor in the design of 

your room. Security typically gets the

least desirable space in a building, and

you’ll need to make the most of what

you’ve got — even if it is in a basement

with a low ceiling and ducting and pipes

everywhere. 

In fact, this problem has gotten worse

with the advent of digital recording. At

one time we were able to combine the

equipment rack room with the control

center, making one larger room in place

of two small ones. This was easy because

the equipment was relatively quiet and

had little by way of specialized cooling

requirements. 

Today’s digital recording systems

often feature centralized hard-drive ar-

rays requiring more cooling than ana-

log VCRs, and the fan noise makes all

but the smallest systems too loud to be

located where the operators will be

working. A separately cooled rack room

is now mandatory, and the manage-

ment of airflow within the racks is often

critical.

So rather than fitting the space to the

functionality, you’ll need to design the

consoles around the available space. This

is not as difficult as it sounds, since there

are a variety of technologies available to

maximize the space used. Flat-panel

monitors and projection screens can

eliminate the additional depth required

by traditional tube monitors, and there

are a variety of consoles available that

take advantage of small footprint LCD

monitors while still providing a suffi-

cient amount of work surface.
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Surveillance or Security? 
Take the Quiz

The difference between security and surveillance CCTV systems is that security watches things while surveillance

watches people. In order to get an idea of which type of system is most appropriate for your campus, try the following

quiz. Score one point for each “yes” answer. If your total score is below five, you are interested strictly in security; five to

eight indicates a system that may serve both functions, while above eight means a higher authority will be watching all.

1. The system will be manned at all times.

2. Operators will have a good understanding of the proper way to perform work being observed.

3. Operators will maintain accurate written logs of any events they observe.

4. Recorded video will be spot-checked occasionally to see if anything suspicious has happened.

5. Viewing activity is the primary concern. There will be few, if any functions for the operator to perform 

that will distract them from this focus. 

6. Operators will not be rotated in and out of other assignments.

7. Operators will be discouraged from fraternizing with other employees.

8. Operators will be asked not to discuss their work responsibilities with other employees, 

friends or the media.

9. An operator will require a period of training and experience

before becoming effective in their position.

10. It is more effective for an operator to concentrate on a few 

monitors than to casually observe activity on many.

Yes No
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Don’t Forget Ergonomics
Ergonomics has been defined as the

study of the relationship between workers

and their environment, and nowhere does

this come more into play than in the secu-

rity or surveillance command center. The

environment that your design creates will

help to ensure that the operators are com-

fortable and effective, and the two areas of

focus will be the room and the console.

The console is perhaps the most im-

portant element of the control room in

terms of system usability, and has the

biggest opportunity to enhance or de-

stroy operator efficiency. Fortunately

you do not need to be an expert on er-

gonomics to specify a console; instead,

look to a partner that has the experience

and expertise you need. There are a num-

ber of console manufacturers that have

full-range product lines that have been

predesigned and will fit a variety of ap-

plications from exotic to utilitarian.

Keep in mind that there are add-ons to

any console that make it more user-

friendly. Consider a clear acrylic (or glass)

overlay on top of the work surface to

allow important papers to be placed on

the counter while remaining protected

and out of the way. Darker work surfaces

will make these documents stand out

and be easier to read, while lighter work

surfaces can make the room seem larger. 

Human elements, such as binder stor-

age, drawers for personal belongings

brought in during a shift — even cup

holders to ensure that drinks are not

spilled — add little to the overall cost but

make the room much more comfortable

for long shifts.

Lighting should also be considered as

part of your design. Where possible, try

and have dimmable incandescent lights

located in the ceiling directly above the

work surfaces, ensuring that light point-

ing straight down will not reflect off of

monitors causing irritating glare. 

If the only room lighting is a bright

fluorescent work light, try to include task

lighting as part of the console, and turn

off the room lighting if possible. A dark

room will be hard on the eyes as they are

forced to constantly adjust from the

bright video monitors to darker walls,

while a bright room will make focusing

on the video images more difficult, so

achieving a workable balance is essential.

Acoustics are important in a control

center as well. Poor acoustics will be fatigu-

ing to an operator, as it will make the room

noisier and, therefore, harder for the opera-

tor to concentrate. Consider locating

equipment or angling consoles to remove

parallel surfaces. For example, locating a

console facing into a corner rather than

against a wall will help tremendously. If

surfaces are hard and reflective, consider

breaking them up with acoustical panels,

fabric wall hangings or even bookshelves.  

With control room design, you’ll

often be working with an architect or in-

terior designer who already understands

these design elements. “Finishes and

aesthetics are becoming more and more

a part of the room designs, and we see

interior designers involved almost as

much as security and IT people,” says

Randy Smith, president of The Winsted
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Elements of a Control Room
This large control room has many of the elements needed for a command center of any size.

stem will be manned at all times.

Ensure that there is sufficient space be-

tween the console and the wall to

allow access to any equipmnt located

in the console.

Raised computer floors add cost

without necessarily improving func-

tionality. Consider alternatives.

Video walls, using

projected images

or flat panel dis-

plays, can be a

space-saving and

cost-effective alter-

native to banks 

of conventional

monitors.

Supervisor con-

soles should be

able to view activi-

ty while providing

some privacy 

for performing 

investigations.

Digital video systems include hard-drive ar-

rays, which will require special cooling and

generate fan noise. These will almost always

necessitate the use of a separate rack room.

Task lighting should

be directly above 

the work surface to

minimize glare on

monitors.

A window provides visi-

bility into the control

room, allowing the

technician to see the re-

sults of any changes

that have been made.

Access to the rack room from

the tech shop, as well as from

the control room, allow for sys-

tem maintenance without inte-

fering with control room activity.
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Corp., a Minneapolis-based manufactur-

er of consoles and racks.

Key Construction
Considerations

The changes in video monitoring tech-

nology, largely driven by the boom in

home theaters and economies of scale

brought to bear by the consumer elec-

tronics industry, has dramatically impact-

ed control room design. The familiar

“wall of monitors” that made control

rooms look like retail television show-

rooms is gone for the most part, replaced

by fewer large screen monitors or video

projectors that can be divided into multi-

ple smaller images or combined to form

large detailed views of a trouble area. 

“Traditional control room design

lacked the flexibility to grow with the

business,” states Linda Myers, product

sales manager of imaging systems at Clo-

vis, Calif.-based Pelco. “Adding monitors

and racks is costly and very inefficient in

terms of utilizing available space. In

today’s business environment we need to

do more with less, so video walls that are

completely configurable and reconfig-

urable on the fly are the perfect solution.” 

Manufacturers are responding to this

trend by offering video monitors in larger

sizes and different configurations, while

ensuring that security-specific features like

24/7 durability, longer life (more than 10

years vs. the two-year lifespan of a conven-

tional tube monitor) and the appropriate

signal connectors are included.

Another trend of questionable merit is

the use of raised computer flooring in

control rooms. Common in data centers,

these are designed to allow a room to be

reconfigured easily by providing invisible

cable access to all points of the room. In

security and surveillance applications,

they are usually an unnecessary expense

that adds little but cost and can actually

limit the effectiveness of the room. 

Equipment is rarely moved to differ-

ent places in a security command cen-

ter; most wiring is within equipment

racks, and a cable chase at the bottom

of the rack or a cable tray above the

racks affords the same amount of flexi-

bility without impacting cost.

Asking for Help
The design of a control center, like

the design of the electronic security sys-

tem, ranges from simple to complex but

starts with understanding how it is

going to be used. 

If you believe you’re working on a pro-

ject that is more than you’re comfortable

with, consider getting some outside help.

There are numerous avenues available for

assistance, including installers, console

manufacturers, architects and other equip-

ment manufacturers that often have per-

sonnel in house with some experience in

this area. There are also consultants that

specialize in control room design, and any

of the major console manufacturers

should be able to recommend several.

Robert Grossman has more than 15 years’ experience
in the security industry and is president of R. Grossman
and Associates (www.tech-answers.com), a consulting
group specializing in electronic security products and
projects. He can be reached at (609) 926-9264 or rd-
grossman@tech-answers.com.

SEPTEMBER/OCTOBER 2005  CAMPUS SAFETY 27


